!@!f% TU Clausthal

Clausthal University of Technology

Specification and Verification of MAS

for Local Communities

Michael Koster and Peter Lohmann

Computational Intelligence Group,
Clausthal University of Technology
ICR Seminar, December 13, 2011

Michael Kdster - CIG, Clausthal University of Technology ICR Seminar, December 13, 2011 1/38



!@!f% TU Clausthal

Clausthal University of Technology

Outline

Motivation

Modular Interpreted System
Specification Logic: ATL
Abstraction for MIS

The Model Checking Algorithm
@ Conclusion

Michael Kdster - CIG, Clausthal University of Technology ICR Seminar, December 13, 2011 2/38



Km TU Clausthal + Motvation

Clausthal University of Technology

Motivation

Michael Kdster - CIG, Clausthal University of Technology ICR Seminar, December 13, 2011 3/38



1 Motivation

ﬂfw TU Clausthal

Clausthal University of Technology

IT Ecosystems

m Classical approaches do not scale well for today's large and
complex software-intensive systems.

m Software systems are connected among each other and interact
massively.
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IT Ecosystems

m Classical approaches do not scale well for today's large and
complex software-intensive systems.

m Software systems are connected among each other and interact
massively.
~ IT Ecosystem:

m analog to biological ecosystems

m based on the balance between individuals (autonomy) and sets
of rules (control) defining equilibria within an IT Ecosystem

m Maintaining and continuously evolving IT Ecosystems requires
deep understanding of this balance.
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Application

In Smart Cities are the following IT Ecosystems:

m Smart-Living-Systems

m Smart-Working-Systems
m Smart-Transport-Systems
m Smart-Energy-Systems

H etc.
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IT Ecosystems Project

NTH focused Research School for IT Ecosystems:
m Technische Universitat Braunschweig,
m Technische Universitdt Clausthal,
m Leibniz Universitat Hannover.
Three main projects:
m AIM: Buttom-Up Approach
Adaptive Information methods.
m RulelT: Top-Down Approach
Rules are infered from the design phase and verified at runtime.

m Loccom: Combination of both: Buttom-Up and Top-Down
approaches.

Michael Kdster - CIG, Clausthal University of Technology ICR Seminar, December 13, 2011 6/38



6 TU Clausthal H Motharien

Clausthal University of Technology

Local Communities

Nowadays Social Networks:
m exchange of information,
m groups of interests, and

m explicit use of a computer or smartphone.
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Local Communities

Nowadays Social Networks:
m exchange of information,
m groups of interests, and

m explicit use of a computer or smartphone.

Local Communities: social networks + real social networks
m exchange of information works automatically,
m spontaneous and dynamic groups of interests, and

m implicit use of a smart phone.
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Communication between Agents

Example 1 (Communicating Agents)

@ m Agents of team B are not allowed to
send a message back.
@ m If an agent b; has received a message
from a; then it has to send it to some
@ @ agent ay, in the following round,

w k> i
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Communication between Agents

Example 1 (Communicating Agents)

@ m Agents of team B are not allowed to
send a message back.
@ m If an agent b; has received a message
from a; then it has to send it to some
@ @ agent ay, in the following round,

@ k> i.
Is it possible for team A to ensure that
a4 will know the message eventually?
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Issues

How can we

m formalize such a system?
m deal with big systems?
m formulate minimal properties (fairness, liveness, safety)?

m ensure that the minimal properties hold?
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How can we

m formalize such a system?
Modular Interpreted System (MIS)

m deal with big systems?
Abstraction for MIS

m formulate minimal properties (fairness, liveness, safety)?
Alternating-Time Temporal Logic (ATL)

m ensure that the minimal properties hold?
Model Checking
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Model Checking

Advantages:
m Faster than Theorem Proving
Disadvantages:
m Explicit representation: a lot of states, in practise not usable
m Compact representation: model checking complexity increases
Idea:

m Reduce the state space before model checking
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Modular Interpreted System

Idea:
m Several loosely connected components.
m Work is done in the components.
m Little interaction between the components.
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Modular Interpreted System

Definition 2 (Modular Interpreted System (MIS))

A MIS is a tuple S = (Agt, Act,Zn) where:
m Agt = {ai,...,ax} agents,
m Act actions,

m Zn interaction alphabet.
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Modular Interpreted System

Definition 2 (Modular Interpreted System (MIS))

A MIS is a tuple S = (Agt, Act,Zn) where:
m Agt = {ai,...,ax} agents,

m Act actions,

m Zn interaction alphabet.

Example 3
m Agt = {a1,as, a3, as, by, ba},
m Act = {sendy | x € Agt} U {noop}

m Zn = {nothing, m,, , my,, ms,, my,, } U

P({map; [0 € {1,...,4},5 € {1,2}}))
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MIS Agent |

Definition 4 (MIS Agent)

Each agent has the following internal structure:

a; = (Stia ) 3 y )

The global state space is defined as St := St; x - -+ x Stg.

Example 5 (Agent a;)

) )
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Definition 4 (MIS Agent)

Each agent has the following internal structure:

a; = (Stza ) ) ) 7Hi77ri)

The global state space is defined as St := St; x - -+ x Stg.

Example 5 (Agent a;)

O, ®)

unknown,, known,,
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Definition 4 (MIS Agent)

Each agent has the following internal structure:
a; = (Studz; B 9 7Hi)7ri)

The global state space is defined as St := St; x - -+ x Stg.

Example 5 (Agent a,)

sendy,
noop » noop sendy,
noop

unknowny,, knownj,,
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Definition 4 (MIS Agent)

Each agent has the following internal structure:
a; = (Sti,di, ,ing, 05,11, m;)

The global state space is defined as St := St; x - -+ x Stg.

Example 5 (Agent a,)

sendy, , 7y
noop, nothing " Nnoop, Ma, sendy,,, 7y
noop, vy
unknowns,, knowns,,
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MIS Agent |

2 Modular Interpreted System

Definition 4 (MIS Agent)

Each agent has the following internal structure:

a; = (St;, d;, outy, in;, 0, IL;, m;)

The global state space is defined as St := St; x --

- X Stk.

Example 5 (Agent a,)

noop, nothing, 00p, M,, , nothin
nothing U - k

unknowns, knowns,,

Sendb1 » V> Ma; by
Sendbz » Vs Maj by
noop, v, nothing
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Example 6 (Agents b;)
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Example 6 (Agents b;)
m 256 states

m Every state is labeled with knowny, if the agent received some
time ago the message from a;.
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MIS Agent Il

Example 6 (Agents b;)
m 256 states

m Every state is labeled with knowny, if the agent received some
time ago the message from a;.

m Others are labeled with unknowny,.
m While the agent is waiting for a message it does nothing.

m When it receives a message it has to send the message to one of
the opponents with a higher number then 7.
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MIS Agent Il

Example 6 (Agents b;)
m 256 states

m Every state is labeled with knowny, if the agent received some
time ago the message from a;.

m Others are labeled with unknowny,.
m While the agent is waiting for a message it does nothing.

m When it receives a message it has to send the message to one of
the opponents with a higher number then 7.

m If the agent received the message from each agent a; it does
nothing.
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Advantages of Modular Interpreted Systems |

m Modular (removing, replacing of agents)
m Interaction reduced to an abstract interaction symbol
m Computational ground

Example 7 (Communicating Agents)

Is it possible for team A to ensure that ay

@“@ will know the message eventually?

v
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m Modular (removing, replacing of agents)
m Interaction reduced to an abstract interaction symbol
m Computational ground

Example 7 (Communicating Agents)

@ Is it possible for team A to ensure that ay
@ will know the message eventually?
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2 Modular Interpreted System

Advantages of Modular Interpreted Systems Il

Example 8 (Communicating Agents)

m Simple example
B 256 4+ 256 + 2+ 2 4 2 4 2 = 520 states

m Remove agent by: 264 states
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Alternating-time Temporal Logic

Definition 9 (Alternating-time temporal Logic (ATL))

The language of plain ATL is defined over the non-empty sets:
m IT of Propositions p € II
m Agt of Agents A C Agt

pu=p| e eVel{((4)Xe | ((4)Ge | ((4)eUp.
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Alternating-time Temporal Logic

Definition 9 (Alternating-time temporal Logic (ATL))

The language of plain ATL is defined over the non-empty sets:
m IT of Propositions p € II
m Agt of Agents A C Agt

pu=p|op|eVel ((A)Xe | ((A)Ge | {(4)pUgp.

Main Idea: cooperation modalities

m ((A))Xyp “coalition A has a collective strategy to enforce that ¢
holds after the next step”
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Example 10

Is it possible for team A to ensure that a4 will know the message

eventually?
S,q = ((A))(TUknown,,)
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Abstraction for MIS
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Basic Idea |
Partitioning the local state space by using handcrafted
equivalence relation:

m Reducing all equivalent states to just one
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Basic Idea |
Partitioning the local state space by using handcrafted
equivalence relation:
m Reducing all equivalent states to just one
m Agents get fewer choices and the opponents more choices
m Influence symbols of the abstract states:
m all influence symbols that are an outcome of executing an action
in each concrete state
m Local transition function:
Input: abstract state, action, influence symbol
Output: abstract state
m unfold both equivalence classes
m connection between concrete state of 1st equivalence class to
concrete state of 2nd equivalence class?
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Basic Idea Il

Partitioning the local state space by using handcrafted
equivalence relation:
m Labeling:

m Assigning a proposition to an abstract state if all concrete states
in the equivalence class are labeled with that proposition

m If a proposition only holds in some states of the class we remove it
from set of propositions
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Abstraction Relation

Definition 11 (Abstraction Relation)

An abstraction relation for a MIS is a product = ==; x--- X =,
where each =;C St; x St; is an equivalence relation for the states St;
of agent a;.

For g € St;, we write [¢]=, for the equivalence class of the local state
q with respect to =;. And for g € St = Stq x -+ x Sty, we write [¢]=
for the equivalence class of the global state ¢.
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Definition 12 (Abstraction for MIS)

For a MIS S = (Agt, Act,Zn), an abstraction relation = for S and a
set of favored agents A C Agt we define the abstraction of S with
respect to = and A as the MIS

SA .= (Agt’, Act,Zn)

where Agt’ := {a},...,a}} and &} = (St}, d}, out}, in}, o}, II}, }) with
a5t = {lg=, | g€ St}

for all ¢ € St;, a € Act, v,71,...,7 € In and p; € IL,.
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m Sty = {ldl=i | g € St}
' di(¢) fora; € A
. dlg) = 4 Nocla= ; (@) e
Ugelgz, dild)  for ai ¢
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SA .= (Agt’, Act,Zn)

where Agt’ := {a},...,a}} and &} = (St}, d}, out}, in}, o}, II}, }) with
u 5t = {lds | g€ St}
Nocra. di(d)  fora; € A
m di([q]=;) = Uq Sldl= di(¢) fora; ¢ A
velge, 4i(q)  forai ¢
m outi([gl=;,0) = U outi(q, )
qle[Q]Ei
for all ¢ € St;, a € Act, v,71,...,7 € In and p; € IL,.
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Definition 13 (Abstraction for MIS)

For a MIS S = (Agt, Act,Zn), an abstraction relation = for S and a
set of favored agents A C Agt we define the abstraction of S with

respect to = and A as the MIS
SA .= (Agt!, Act,In)

where Agt’ := {a},...,a}} and &} = (St}, d}, out}, in}, o}, II}, !) with

u in;([q]fivvla"'a’)/k—l) = U Zn’i(q7’71a---77k—1)
q'€lql=;
m o(lg)=, 7)== U {ld"= 14" €0i(d;a,7)}
a'€ldl=;

m I = 1N {pi | Vg € mi(pi) : V¢' € [q]=, : ¢ € mi(pi)}
mi(pi) = {ldl=; | ¢ € mi(p)}
for all ¢ € St;, a € Act, v,71,...,7 € In and p; € II,.
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Example for Abstraction

Example 14 (Agents b;)
m 256 states

Si = {(RN)|0#RC{r,...
fori=1,...,3
Srest {(R,N)|(R,N) ¢ S1U-

4 Abstraction for MIS

rihmi€ NY\UZL S,

~US3}

Result: 4 states
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Agent b,

Example 15 (Communicating Agents |)

/ / U / 0 / /
b]. - (Stbl? bl,Outbl,lnbl,obl,nbl,ﬂ‘bl)

where

u Sté1 = {851,52,53, Srest }
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Agent b,

Example 15 (Communicating Agents |)
b& = (Stg)l’ ;)1,O’UJtzl,inbl’OIbl?Hbl’ﬂlI)l)
where
u Sté1 = {851,52,53, Srest }

momo: S = {knowny} fori=1,...,3
Srest > {knowny, , unknowny, }
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Agent b,

Example 15 (Communicating Agents |)

i = (Stgl, gl,outfjl,inbl,ogl,ﬂbl,wél)
where
] Stil = {51, 52,53, Srest }
[ 7r;)1: S; — {knowny } fori=1,...,3
Srest > {knowny, , unknowny, }

m dy, (Si)) = {sendyx|x€{aj1,...,a4}} fori=1,...,3
b (Srest) = {sendx | x € {a1,...,a4}} U {noop}
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Agent b,
Example 16 (Communicating Agents Il)

m outg1 : (Syest,noop) +— {nothing}
(s,send,,) —  {mp,a, }
(s,send,,) = {mp,a,}
(s,senda,) —  {Mp,ag}
(s,send,,) —  {mp,a,}

for all s e St’l,

4 Abstraction for MIS
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Agent b,

Example 16 (Communicating Agents Il)

m outy : (Spest,noop) + {nothing}

(s,send,,) —  {mp,a, }

(s,senda,) +— {mp,a,}

(s,senda;)  +— {mp,ag}

(s,sends,) +— {mp,a,}
for all s e St’l,

B 0, ¢ (Srest; @, nothing) — {Srest }
( resty &, {manl}) — {Srestvsj}
(Si,send,;, nothing) +—  {Syest}
(Sl,senda,{ma,bl}) = {5y}
(Sz,sendaJ,{ma4b1}) —  {Srest }

forall a € Act, v € In, i,j' € {1,2,3} and j € {1,2,3,4}.
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Advantages of Abstraction of Modular
Interpreted Systems

Example 17 (Communicating Agents Ill)
m 256 + 256 + 2 + 2 + 2 4 2 = 520 states

m Remove agent by: 264 states
m Abstraction of by: 12 states
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The Model Checking Algorithm
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Idea

m Input:

m MIS S

init of global states of S

ATL formula ¢

for each quantifier subformulae an abstraction relation
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Idea

m Input:

m MIS S

m init of global states of S

m ATL formula ¢

m for each quantifier subformulae an abstraction relation
m Output:

m true : if S,q | ¢ for all g € init
m unknown : we do not know whether S satisfies ¢ or not
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Algorithm: modelcheck

Algorithm modelcheck(SS, init, v, (=y )ypeqst(e)):
Let o = \(01,...,0p,01,...,0y) where
m ) Boolean formula (conjunctions and disjunctions only),
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Algorithm: modelcheck
Algorithm modelcheck(SS, init, v, (=y )ypeqst(e)):
Let o = \(01,...,0p,01,...,0y) where
m ) Boolean formula (conjunctions and disjunctions only),

m 61,...,0, are arbitrary ATL formulae each beginning with a
quantifier, i.e. each 6; is of the form ((B))#., and
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Algorithm modelcheck(SS, init, v, (=y )ypeqst(e)):
Let o = \(01,...,0p,01,...,0y) where
m ) Boolean formula (conjunctions and disjunctions only),
m 61,...,0, are arbitrary ATL formulae each beginning with a
quantifier, i.e. each 6; is of the form ((B))#., and
mlq,..., 0, are literals.
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Algorithm: modelcheck

Algorithm modelcheck(SS, init, v, (=y )ypeqst(e)):
Let o = \(01,...,0p,01,...,0y) where
m ) Boolean formula (conjunctions and disjunctions only),
m 61,...,0, are arbitrary ATL formulae each beginning with a
quantifier, i.e. each 6; is of the form ((B))#., and
mlq,..., 0, are literals.
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Algorithm: modelcheck

Algorithm modelcheck(SS, init, v, (=y )ypeqst(e)):
Let o = \(01,...,0p,01,...,0y) where
m ) Boolean formula (conjunctions and disjunctions only),
m 61,...,0, are arbitrary ATL formulae each beginning with a
quantifier, i.e. each 6; is of the form ((B))#., and

mlq,..., 0, are literals.
m Forallie{l,...,n} do:
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Algorithm: modelcheck

Algorithm modelcheck(SS, init, v, (=y )ypeqst(e)):
Let o = \(01,...,0p,01,...,0y) where
m ) Boolean formula (conjunctions and disjunctions only),
m 61,...,0, are arbitrary ATL formulae each beginning with a
quantifier, i.e. each 6; is of the form ((B))#., and

mlq,..., 0, are literals.
m Forallie{l,...,n} do:
m Set W, := label(6;,=y,).
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Algorithm: modelcheck

Algorithm modelcheck(SS, init, v, (=y )ypeqst(e)):
Let o = \(01,...,0p,01,...,0y) where
m ) Boolean formula (conjunctions and disjunctions only),
m 61,...,0, are arbitrary ATL formulae each beginning with a
quantifier, i.e. each 6; is of the form ((B))#., and
mlq,..., 0, are literals.
m Forallie{l,...,n} do:
m Set W, := label(6;,=y,).
m Set S := S(w;, W;), a new global proposition w; is introduced in
S and it is labeled exactly in the states in W.
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Algorithm: modelcheck

Algorithm modelcheck(SS, init, v, (=y )ypeqst(e)):
Let o = \(01,...,0p,01,...,0y) where
m ) Boolean formula (conjunctions and disjunctions only),
m 61,...,0, are arbitrary ATL formulae each beginning with a
quantifier, i.e. each 6; is of the form ((B))#., and
mlq,..., 0, are literals.
m Forallie{l,...,n} do:
m Set W, := label(6;,=y,).
m Set S := S(w;, W;), a new global proposition w; is introduced in
S and it is labeled exactly in the states in W.
mIf S, s = ANwi,...,wn,l1,. .., 0y) for all s € init then return
true. Otherwise return unknown.
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Algorithm: label

Algorithm label(), =):
Let ¢ = =Y ({ANYN(01,...,0,,01,..., L) where

m —% is = if ¢ begins with a negation and it is the empty string
elsewise,
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Algorithm label(), =):
Let ¢ = =Y ({ANYN(01,...,0,,01,..., L) where

m —% is = if ¢ begins with a negation and it is the empty string
elsewise,

=Y € {X,G U},

E ) is a monotone Boolean formula,
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Algorithm: label

Algorithm label(), =):
Let ¢ = =Y ({ANYN(01,...,0,,01,..., L) where

m —% is = if ¢ begins with a negation and it is the empty string
elsewise,

B Y € {X,G,U},
® ) is a monotone Boolean formula,

m 61,...,0, are arbitrary ATL formulae each beginning with a
quantifier or a negation directly followed by a quantifier, and
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Algorithm: label

Algorithm label(), =):
Let ¢ = =Y ({ANYN(01,...,0,,01,..., L) where

m —% is = if ¢ begins with a negation and it is the empty string
elsewise,

B Y € {X,G,U},
® ) is a monotone Boolean formula,

m 61,...,0, are arbitrary ATL formulae each beginning with a
quantifier or a negation directly followed by a quantifier, and

ml,..., L, are literals.

Michael Kdster - CIG, Clausthal University of Technology ICR Seminar, December 13, 2011 33/3:



KIKH TU Clausthal 5 The Model Checking Algorithm

Algorithm: label Il
m Construct the abstraction
. { 5@“ if 1) does not begin with a negation

shst\lvl i 1) does begin with a negation
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Algorithm: label Il
m Construct the abstraction
. { S[%’]l if 1) does not begin with a negation
shst\lvl i 1) does begin with a negation

m Forallie{l,...,n} do:
m Set W, :={[¢]= | Vq' € [¢]=: ¢ € label(8;,=y,)}.
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Algorithm: label Il
m Construct the abstraction
, Sg’ﬂ if 1) does not begin with a negation
STi= Agt\[¢] . L .
S8 if 1) does begin with a negation

m Forallie{l,...,n} do:
m Set W; :={[q]= | V¢ € [q]=: ¢ € label(8;,=0,)}.
m Set §' = S’(wi,Wi).
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Algorithm: label Il
m Construct the abstraction

. { skl if 1) does not begin with a negation

Sggt\w} if 1) does begin with a negation

m Forallie{l,...,n} do:
m Set W, :={[q]l= | V¢ € [q]=: ¢ € label(0;,=,)}.
m Set S := S5 (w;, Wy).
m Compute the set W' of global states of S’ (note that these are
global states of the system abstracted with =) satisfying 1,
ie. W=

{la= 18" ldl= & =" {{(ANYA(wi, ... wn, b1, )

by translating S’ to a non-deterministic CGS and then using the
ATL model checking algorithm.
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Algorithm: label Il

m Construct the abstraction
. skl if 1) does not begin with a negation
Sggt\w} if 1) does begin with a negation
m Forallie{l,...,n} do:
m Set W, :={[¢]= | Vq' € [¢]=: ¢ € label(8;,=y,)}.
m Set S := S5 (w;, Wy).
m Compute the set W' of global states of S’ (note that these are
global states of the system abstracted with =) satisfying 1,
ie. W=

{la= 18" ldl= & =" {{(ANYA(wi, ... wn, b1, )

by translating S’ to a non-deterministic CGS and then using the
ATL model checking algorithm.
m Return W := {q € St | [¢]l= € W'}.
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Complexity and Soundness

Theorem 18
Algorithm modelcheck(S,init, o, (Zy)peqst(p)) runs in time

o< | s )
O (|zmt| -+ |S| . |@|) .9 \¥easi(v) b

where |S| denotes the size of the MIS S in a compact representation.
The cardinality of the global state space of S may then be upto 2051

Theorem 19

Algorithm modelcheck is sound, i.e. if modelcheck(S,init, p,
(=4 )veqst(p)) outputs true then S, q = ¢ for all q € init.
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Conclusion
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Conclusion

m IT Ecosystems are inspired by biological ecosystems.
m Modular Interpreted Systems facilitates modularity

m ATL allows to talk about strategic properties
m The abstraction for MIS :
m is sound
m allows to deal with bigger Systems
(depending on the equivalent relations)
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m ATL allows to talk about strategic properties
m The abstraction for MIS :
m is sound
m allows to deal with bigger Systems
(depending on the equivalent relations)

Thank you for your attention!
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Conclusion

m IT Ecosystems are inspired by biological ecosystems.
m Modular Interpreted Systems facilitates modularity

m ATL allows to talk about strategic properties
m The abstraction for MIS :
m is sound
m allows to deal with bigger Systems
(depending on the equivalent relations)

Thank you for your attention!

Questions?
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